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Abstract

Java’s annotation mechanism allows us to extend its typemsysith non-null types.
Checking such types cannot be done using the existing ggeeerification algorithm. We
extend this algorithm to verify non-null types using a nadeehnique that identifies aliasing
relationships between local variables and stack locaiiottee JVM. We formalise this for
a subset of Java Bytecode and report on experiences usingpl@mentation.

1 Introduction

The NullPointerException is a common kind of error arising in Java pro-
grams which occurs when references holdmdl are dereferenced. When this
happens in a running program, it almost always indicateseskind of failure has
occurred [7]. Eliminating by hand every possilblallPointerException in

a given program is both tedious and error prone [37,36].Wige, identifying the
cause of such a failure once it occurs is time consuming [8].

In this paper, we present a system which can ensure a progeaar throws a
NullPointerException . Our system operates as an extension to the Java
bytecode verifier. There are many advantages to this, cadpeith a system op-
erating on Java source code directly:

e Our system idanguage agnosticThat is, the analysis works regardless of what
source language was used. This is particularly importargrgihe wide variety
of programming languages which compile to Java bytecode.

e Our system can provide strong guaranteeThat is, if an application passes

our bytecode verification process, we have a high degree redicty it will
never throw aNullPointerException (modulo some limitations discussed
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in §5). Such a guarantee can be exploited by the JVM to employ exggees-

sive optimisation. For example, knowledge that a given eaqe of instructions
cannot throw an exception can lead to greater instructiesl fgarallelism [39].

Likewise, whilst null-checks can be implemented efficigrih some architec-
tures, they may stillimpose overheads on others —- thusjmditing them offers
potential performance benefits [42].

e Our system istraightforward to implement his contrasts with approaches op-
erating at the source code level, which must address the le@rmapallenge of
parsing and analysing Java source code.

To implement our system, we exploit Java’s annotation masha which allows
annotations on types at the bytecode level. Thus, the presaina@NonNull
annotation on a method parameter or field indicates it camoidinull . Likewise,
a method whose return type is annotated v@NonNull can never returnull

1.1 Type Aliasing

Java Bytecodes have access to a fixed size local variabjeaardsstack [48]. These
act much like machine registers, in that they have no fixee@ gfsociated with
them; rather, they can have different types at differengm points. To address
this, the standard bytecode verifier automatically infeestypes of local variables
and stack locations at each point within the program. THewahg shows a simple
program, and the inferred types that hold immediately leeéach instruction:

static int f(Integer); locals stack

0: aload_0 [Integer] []

1 ifnull 8 [Integer] [Integer]
4: aload_0 [Integer] []

5: invokevirtual ... [Integer] [Integer]

8: return [Integer] []

Here, there is one local variable at index 0. On method etiiyjs initialised with
thelnteger parameter. Thaload _O instruction loads the local variable at index
0 onto the stack and, hence, tikeger type is inferred for that stack location.

A bytecode verifier for non-null types must infer that theuealoaded onto the
stack immediately before thiavokevirtual method call cannot beull |, as
thisis the call’'s receiver. The challenge here isttmatll  compares the top of the
stack againstull , but then discards this value. Thus, the bytecode verifiestmu
be aware that, at that exact moment, the top of the stack aadi variable O are
aliases. The algorithm used by the standard bytecode vasfismable to do this.
Therefore, we extend this algorithm to maintain informagout such aliases, and
we refer to this technique agpe aliasing



1.2 Contributions

This paper makes the following contributions:

(1) We formalise our non-null bytecode verifier for a subdelava Bytecode.
(2) We detail an implementation of our system for Java Bydeco

(3) We report on our experiences with using our system onweald programs.

While considerable previous work on non-null types existg.([57,25,38,12,22]),
none has directly addressed the problem of bytecode veiaiicaVhile these exist-
ing techniques could be used for this purpose, they operdtégber-level program
representations and must first translate bytecode into ty@iesentation. This in-
troduces unnecessary overhead that is undesirable fop#r(mance critical)
bytecode verifier. Our technique operates on bytecodethir¢lbus eliminating
this inefficiency. Furthermore, no previous work has presga formalised system
for checking non-null types and demonstrated it on realldMoenchmarks.

Finally, an earlier version of this paper was presentede@Ctimference on Com-
piler Construction (CC’08)49]. We present here an extended version of this paper,
which includes a much more complete formalisation, accamipg proofs and dis-
cussion of many implementation issues omitted previously.

2 Simple Java Virtual Machine (Sivm)

Before presenting the formalism of our non-null verificatadgorithm, we first dis-
cuss the simplified virtual machine (called thwm) which we target. Several exist-
ing formalisms of the proper JVM can be found in the literat(see e.g. [58,6,46]).
In our case, we wish to elide details of the JVM which are nt#vant as much as
possible.

The Savm is much simpler than the proper JVM, but retains those cleriatics
important to us. In particular, the main simplifications:are

e Data Types The only data types used in tisevm are the following:
T == CJint | null
Here, C represents a class reference, and is the special type given to the
null value. Thus, th&ivm only supports object references, and primitive inte-

gers (i.eint ). Likewise, theSsvm has no notion of generic types (although we
return to discuss these §5.6).



e Constructors. There is no notion of constructor in tisevm. Instead, every field
is required to have an appropriate initialiser which cassesther ofnull  or
an explicit object creation (e.gew String() ). The reasons for this require-
ment will become more evident later on§B.3, when we discuss the problems
caused by constructors in Java.

e Exceptions There is no notion of an exception in tBevm. Instead, if the ma-
chine is unable to continue (e.g. because fith dereference), then it &uck
The lack of exceptions simplifies the analysis of intra-pihaal control-flow.
However, it is very straightforward to extend our formalismrdeal with excep-
tional flow (see e.g. [16,50,43]), and our implementationdies this correctly.

e Static Methods / Fields The Ssvm does not support static methods or fields.
While it is very easy to extend our formalism to static methdte problem of
static field initialisers is more challenging (g3 for more on this).

e Interfaces. The Savm does not support interfaces. This simplification ensures
that the type hierarchy forms a complete lattice ($2& for more on this).

e Bytecodes The Ssvm has a smaller bytecode instruction set than the JVM (see
Figure 1 for the list of bytecodes supported in $uwm). This helps keep our
formalism compact. Furthermore, in most cases, it is dttfogward to see how
one would deal with those bytecodes not considered. Againnagplementation
does support the full JVM bytecode instruction set (ex¢gapt — seet5.1).

e Local Variable Array / Stack. In the JVM, each method has a fixed-size local
variable array (for storing local variables) and a stackraikn maximum depth
(for storing temporary values). In contrast, Swm provides an infinite number
of slots in the local variable array of a method, and impogd#mit on the max-
imum stack height.

A concrete state in th&wvm is a pair of the form(3, II), whereX models the
program heap andl models the call-stack. Heré] is a stack of tuples of the
form (0", pc, T, ), whered" identifies a method, pc models its program couriter,
models its local variable array and stack and, finallypnodels the method’s stack
pointer and identifies the first empty location on the stackm&nipulatell, we
pattern match using concatenation. Hencél = H :: T, thenH is the head (i.e.
topmost tuple) ofll, whilst 7" is its talil (i.e. remaining tuples). The local variable
array, I', is a map from locations to values. In particular, locatians labelled
consecutively with integers starting frobnwith the firstm locations representing
the local array and the remainder representing the stackléeis either an inte-
ger,null , or a valid object identifiep. A method descriptouniquely identifies a
method within the program, including its owning class, napagameter and return
types. Method descriptors have the foftn= (O, N, (T3, ...,T,) =T, m) where,



Instruction Effect on Stack / Description
load i L=, ref]

Load reference from local variablento stack
store i .. ref] =[]

Pop reference off stack and store in local variable

loadconst ¢ | [...]=]..,c]
Load constant onto stack (eithenull or anint ).
pop ... val] = [.. ]
Pop value off stack.
getfield  oF [...,ref] = [..., value]
Load value from field identified b§ in object referenced
by ref.
putfield  §F [...,ref, value] = [.. ]
Pop value off stack and write to field identified &Yyin object
referenced byef
invoke oM .. ref,piy oy pn) = [ .., value]
Invoke method identified by on object referenced hgf.
new T’ L=, ref]
Construct new object of typ€ and place reference on stack.
return L., ref]= 1. ]
Return from method usingef as return value.
ifceq dest .o, w] =[]
Branch todestif v; andv, have the same value.
goto dest A

Branch unconditionally talest

Fig. 1. The SvM bytecode instruction set.



store i : (E,((SM,pC,F,m)::S> SN (z, (5M,pC—i—l,F[ib—)F(/ﬁ—l))],n—l)::S)

load i : (z, (5M,pC,F,/<c)::S) — (z, (5M,pc+1,r[ﬂar1(¢)],ﬂ+1);:s>

loadconst ¢ : (2,(5M,DC,F,I€)Z:S> — (E,(5M,pc+1,F[/€r—>c],/<c+1)::S)

pop : (E, (oM pC,I’,m)::S) — ¥, (M pc+1,T, 11—1)::5)

(p’ 22) = init (T’El)
new 7T : (El,(éM,pc,F,n)::S) — (Eg,((SM,pC—H,F[Fc b—>p],/€—|—1)::5>

P = Fl(K—l) (U 75 null oF = (O,N, T) Py = read(N, ¢1,E)
getfield & : (E, (5M,pC,F,/<c)::S) — (E, (5M,pC+1,F[/§—1n—>¢Q],/€)::S>

1,[)1 = F(K—l)) 1,[)2 = F(IQ—Q) ¢2 75 null OF = (O,N, T) Yo = write (ZZ)l,N, ¢2, 21)
putfield &F : (El, (M pc, T, k) ::S) — (Eg, (M pc+1,T, k—2) ::S>

Yo=T1(k1—(n+1)) o #null ¢ =T1(k1—n),..., ¢, =T1(k1—1)
(5M2:(O,M,(Pl,...,Pn)—)Tr,lig) P2:{0|—>’L/Jo,1l—>’(/}1,...,n'—>wn}

invoke oM, : (E, (6M1,pC,F1,/<1)::S) — (E, (6M2,0,F2,112)::(5M1,pC,F1,/-€1—(n+1))::S)

o =T1(k1—1) Tz =Talker— 1]

return: <E, (oM, pCl,Fl,/-@1)::(6M2,p02,f‘2,/<2)::5) — <E, (oM, p02—|—1,I’3,/<2—i—1)::S)

Y1 =T(k1—1) o =T(k1—2) 1 =12
ifceqi: (E, (5M,pC,F,/<c)::S) — (E,(&M,pc+i,F,/€—2)::S>

Y1 =T(k1—1) o =T(k1—2) U1 # Yo
ifceqi: (E, (5M,pC,F,/<;)::S) — (E, (5M,pc+1,F,n—2)::S)

gotoi: (E, (5M,pC,F,/<c)::S) — (E,(&M,pc+i,F,/€)::S>

Fig. 2. Operational semantics for the\& bytecode instruction set.
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as beforem identifies the number of locations representing the loaayaiSimi-
larly, afield descriptord® = (O, N, T') identifies the owning class, field name and

type.

Theprogram heap:, is a map from object identifierg, to object descriptors. An
object descriptois a map from field names to their values, where the specidl fiel
$ gives the object’s runtime type. For example, consider dhlewing class:

class Tst { int x =3; Tsty = null; }

Then,{$ — Tst,x — 3,y — null} is the initial object descriptor for an instance
of Tst . Method bodies are simply an array of bytecode instructiamsch differs
from the JVM where they are arrays lojtes This is a useful simplification, since
it allows us to ignore the fact that bytecodes come in varjengths.

The operational semantics for ti$avm bytecodes are given as transitions of the
form: (X,,11;) — (3, I1,). Here,>, andIl, represent the (possibly updated)
program heap and call stack. Figure 2 gives the operati@mahstics for allSivm
bytecodes. Herd;[i — 1| returns a new local array identicalip except with loca-
tion holding valuey. Also,read(N, ¢, X)) returns the value of the field namad

in the object referred to by in the program heal. Similarly, write (11, N, ¢, %)
returns a heap where fiel in the object referred to by, now has value);. In
both cases, the field must exist for the operation to sucaeedf the field does not
exist, the machine is stuck). Finally, the methiod (7", ;) returns a paifp, ¥,),
whereX:; C 3, (hence, all objects ikl; appear unchanged k) andp € domy,)
(hencep refers to a fresh object). Furthermore, the object refeiwday p may itself
contain references to fresh objects (for those fields irg&d with object creations).
As an example, consider the following bytecodes (whichespond with the given
Java source):

Tstm : ( int)—0Object class Tst {

0: load O I nt X

1: getfield Tst.x Object vy;

2: load 1

3: ifceq 7 Object m( int 2z) {

4: load O if(x!'=2){y= null; }
5: loadconst nul | }

6: putfield Tsty }

7: return

Here, we can see that, on entryndi nt ), thet hi s reference is held in loca-
tion O, whilst the first parameter is held in locati@nThen, the following is a valid
execution trace for this method, given a program heap contag single instance
of Tst and a value oft passed in for parametet



pr—>{$b—>Tst,:m—>3,y»—>nu11}}, (™ 0,{0 — p, 1r—>4},2)::@)
{pn—>{$'—>Tst,xn—>3,y»—>null}},(5M,1,{On—>p,1»—>4,2|—>p},3)::@)
{pn—>{$»—>Tst,mn—>3,yn—>nu11}  (0M,2,{0—p, 14,2 »—>3},3)::(Z))>
p—={$—Tst,x+—3,y—null}, (M 3,{0—p,1—4,2 3,3 »—>4},4)::(7))>
p—{$—Tst,x—3,y+—>null} ,(6M,4,{Or—>p,1»—>4},2)::@))
(5"

("

("

p—{$—Tst,z—3,y—null} ¢, (0 ,5,{0»—)p,1»—>4,2»—>p},3)::@)

i =

A

(
(
(
(
(
(

p—{$—Tst,x—3,y—null}, (0",6,{0—p,1—4,2+p,3 b—>nu11},4)::®))

p—{$—Tst,z—3,y—null}

N~ N~~~

o
Considering this execution trace, we see that the stackeyoi always refers to
the first empty location on the stack.

("7, {0 p, 1%4},2)::@))

In Figure 2, we have implicitly assumed that the bytecodadpexecuted corre-
sponds to that determined by the method and program coumtéhé topmost
calling context. Also, there is no consideration of typeepat— that is, theSavm
does not check whether, for example, a reference is pro\addte receiver for a
getfield bytecode. The reason for this is simply that, since thisasswrthog-
onal, we assume any program executing in3hev has already passed a bytecode
verification stage equivalent to that found in the JVM.

We can now give a suitable definition for an execution trackeBivm:

Definition 1 Anexecution tracéX;, I1;) ~ (3, II,) is a sequence of one or more
state transitions, as defined by the rules of Figure 2, whighdform an initial state
(31, 11;) into a final statg>,, I1,).

One issue remaining here, is what a “terminating” executrane looks like. In
particular, the observant reader will notice the ruledeturn statements requires
at least two stack frames. Thus, execution states with amdystack frame (such as
for our example above) can never return. In some senseeftests the fact that we
do not know what called the programsiin method — so we cannot return to it.
From our perspective, we are not concerned with terminaifaxecution traces,
and we will simply not distinguish normal termination froraibg stuck.

3 Non-null Type Verification

We now present the formalisation of our non-null verificatadgorithm. The algo-
rithm infers the nullness of local variables at each poirthimia method. We as-
sume that method parameters, return types and fields areasetha/ith@NonNull

(where appropriate) by the programmer. Our algorithm ijprocedural; that is, it



concentrates on verifying each method in isolation, ratihan the whole program
together. The algorithm constructs an abstract represemiaf each method’s ex-
ecution; if this is possible, then the method is type safe illdnever derefer-
encenull . The abstract representation of a method mirrors the clefhdr@ graph
(CFG): its nodes contain an abstract representation ofribhgram store, called an
abstract storegiving the types of local variables and stack location$at point;
its edges represent the effects of the instructions.

For simplicity, we formalise our algorithm for th&@vm bytecode instruction set,
rather than for the full JVM. However, in practice, our implentation operates
on the full JVM bytecode instruction set and supports alnadispf its features,
including Java Generics. Details of our implementationckhare not considered
by the formalisation can be found §5.

3.1 Abstract Types

Our non-null verification algorithm usedstract typeso encode information about
whether a given variable or field is allowed to holdl . These (roughly speaking)
extend those types found in tissvm, and allow references to be declared as non-
null (in §5.6 we extend this to Java Generics). For example:

Vector vi,
@NonNull Vector v2;

Here,v1 is anullablereference (one that may ill ), while v2 is anon-null
reference (one that may not bhall ). The abstract types used in our system are:

a @QNonNull | e

aC|null]| L

~

T ::

Here, the speciatull type is given to theawull value,e denotes the absence of a
@NonNull annotation(' denotes a class name (eligteger ) and_L is given to
locations which hold no value (e.g. they are uninitialisedjead code, etc). The
reader may notice the absence ofitlite type and, in fact, our analysis effectively
ignores this altogether since it has no bearing on the pnoble

A formal definition of the subtype relation for our non-nuwpes is given in Fig-
ure 3. An important property of our subtype relation is thabrms acomplete
lattice (i.e. that every pair of types;, TQ has a unique least upper bouflg,L 73,
and a unique greatest lower bourid, 11 73). This helps ensure termination of
our algorithm. This property holds only because gewm does not support Java
interface s (se€;5.2 for more on this).



(S-NONNULL)
@NonNull < ¢

(' extends B a1 < o
(S-CLASSa, S-CLASSD)

aC <aB a C <ay C

(S-BOTa, S-BOTb, S-NULL)

1 <al 1 <null null < C

Fig. 3. Subtyping rules for the abstract types used in ouegysWe assume reflexivity and
transitivity, thatjava.lang.Object is the class hierarchy root and, hence, is also

Finally, since those types used by the/m do not include non-null information
(recall§2), we need some way to identify those fields, parametersetodirtypes

which the programmer has annotated withionNull . Therefore, we employ two
conversion mapsi\» andA,,, for this purpose. Here) - accepts a field descrip-
tor, and returns the (programmer declared) abstract tykmyise, A,, accepts a

method descriptor, and returns abstract types for the peemand return. This
reflects what happens in the real JVM, where bytecodes ddratdelves incor-
porate information about annotations; rather, the infaiomais stored separately
and must be looked up using the descriptor provided in thedoygte.

3.2 Abstract Store

Our system models the state of tBevm before a given bytecode instruction in
any possible execution trace usingastract storeWe formalise this a@Z r JR),
wherey is theabstract heap! is theabstract location arrayand# is the stack
pointerwhich identifies the first free location on the stack. Hétenapsabstract
locationsto type referenceslThese abstract locations are labelled. . , n—1, with
the firstm locations representing the local variable array, and theaneder rep-
resenting the stack (hence-m is the maximum stack size amd < i< <n ). A
type reference is a reference ttype objectvhich, in turn, can be thought of as an
abstract type with identity. Thus, we can have two distigpetobjects represent-
ing the same abstract type. This is analogous to the situatith normal (Java)
objects, where distinct objects can (by coincidence) hagesame values for their
fields (where “distinct” generally means: reside at diffén@emory locations). Fur-
thermore, as with normal objects, we can have aliasing @& tlgects and this is
crucial to our system. For example, in the following abdtstore, location® and
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2 are type aliases:

5= {ry — QNonNull Integer, ;> String},

D={0— 7,179,251}, i=3

Here, the abstract heap, maps type references to types. This;an be thought
of as a very coarse abstraction of them’s program heap. Obviously, it does not
make sense faF to use references which don’t existih This notion of awell-
formedabstract store is stated formally as follows:

Definition 2 (Well-formed Store) An abstract storeg(3,T', #) is well-formed iff

A A

dom(I') =40,...,n—1} for somen, ran(I') C dom(X) and0 < & < n.
3.3 Abstract Semantics

The effect of a bytecode instruction is given by atisstract semantigsvhich we
describe using transition rules. These summarise theaabstore immediately
after the instruction in terms of the abstract store imntetiisbefore it; any nec-
essary constraints on the abstract store immediately ééfierinstruction are also
identified.

The abstract semantics for tBevm bytecode instruction set are given in Figure 4.
Here,I'[r, /7] generates an abstract store frorwhere all abstract locations hold-
ingr; now holdr,. The helper functiothisMethT () gives the type of the enclosing
method. Also, recall fron§3.1 thatA - andA,, respectively return the appropriate
(programmer declared) abstract type(s) for a given field ethod.

As with the operational semantics &fvm bytecodes (recall Figure 2), our abstract
semantics does not contain certain checks that are alreatyrmed during byte-
code verification (for example, that an array is only indekgdan integer). Also,
observe that for théibadconst  bytecode, the typaull is always placed on the
stack, regardless of whether an integenal  constant is actually loaded. This
simplification is useful since we have no expliat type, and is safe since integer
values are of no concern to our system.

A useful illustration of our semantics is thmutfield bytecode. This requires
the value to be assigned on top of the stack, followed by thecobeference itself.
Looking at theputfield  rule, we see: decreases by two, indicating the net effect
is two less elements on the stack (which corresponds witipgsational semantics
from Figure 2). The abstract value to be assigned is foundaationx — 1, which
represents the top of the stack. The object reference cofteegtdas on the stack
(recall Figure 1). A constraint is given to ensure this is-maifi, thus protecting
against a dereference wofill

11



store i : (f],f‘,/%) — O, i D (R—1)], a—1

load i : (ﬁ),f,ﬁ;) —

/N
M>
>
>

(i), &+1)

r ¢ dOI’T(El) Yo = 21 U {7“ — null}
loadconst ¢ : (il,f’,/%> — (22,f[l%l—>7’],l%—|—1>

pop : (f],f’,/%) — <i?,f’,/%—1)

r ¢ dom>;) Xy =3, U{r— QNonNull T}
new T : (il,f’,/%> — <532,f[/% »—>r],/%—|—1>

S (D(R—1)) = @QNonNull C' 7 ¢ dom(X) T = Ap(6f) S =31 U{r—T}

getfield &F : (i]l,f‘,l%) — <22,f[f%—1 = 7"],"%>

o  Au(@™) = (Tpr,.. . Tp) = T)
El(I’(/%—n)),...,El(I’(A )) Ty,...., T, ¥1(I'(k—(n+1))) = @QNonNull C'
r¢domy) So=S1U{r—1T} Ty <Tp1,...., T <Tpn

invokeéM:<El,F,/%> (zg,r[ —(n+1) ]/%—n>

~

(Tp1,...,Tpn) — T = thisMethT() 3(T(

) k—
return : (i],f‘,/%) — <(Z) 0,0 >

~»
~»
IN

D) =

=T(5—2) rp=T0(k—1)
Si(r) =Ty Si(r Ty ry ¢ domXy) Yo =X1U{r3—T1MNT}

71
):
ifceq: <i] f,/%) tme <22, [7“1/7°377"2/7°3]7"%_2)

r=0D(kR=2) rp=T(i-1)

21(7“1) = Tl 21(7“2) = TQ 73,74 ¢ dorr(ﬁ)) 22 = 21 U {7“3 — Tl—TQ,T4 — TQ—Tl}

ifceq: (El,F, >false <532, [7‘1/7‘3,7“2/7“4],1%—2)

goto : <i],f’,/%> — (f),f’,/%)

Fig. 4. Abstract semantics for thedvw bytecode instruction set.
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Considering the remaining rules from Figure 4, the mairnregtlies withifceq
There is one rule for each of the true/false branches. Tledotranch uses the great-
est lower bound operatdf; M 7, (recall §3.1). This creates a single type object
which is substituted for both operands to create a typeiafiaslationship. For the
false branch, a specidifferenceoperator,l; — T, is employed which is similar
to set difference. For example, the set of possible valuesa f@riableo of type
Object includes all instances @bject (and its subtypes), as well asll ; so,

if the conditiono!=null  is true, themull is removed from this set. Thus, it is
defined as follows:

Definition 3 7} — T} is @NonNull 7', if 7} = a T' A Ty = null, andT} otherwise.

The semantics for theeturn  bytecode indicate that: firstly, we always expect a
return value (for simplicity); and, secondly, no bytecode tollow it in the CFG.

3.4 An lllustrative Example

Recall our non-null verification algorithm constructs astahct representation of a
method’s execution. This corresponds to an annotated CR&Seuvmodes represent
the bytecode instructions and edges the transitions testhby our abstract seman-
tics. Each node is associated with an abstract program, $ﬁ),r@, k), giving the
types of local variables immediately before that instructiThe idea is that, if this
representation of a method can be constructed, such thairadtraints implied by
our abstract semantics are resolved, the method is typ@asdfeannot dereference
null

Figure 5 illustrates the bytecode instructions for a simpkthod and its corre-
sponding abstract representation (note;3drb we will detail the exact mechanism
by which abstract stores are merged). When a method is c#tledocal variable
array is initialised with the values of the incoming paraengf starting front) and
using as many as necessary; for instance methods, the fisshpter is always the
this reference. Thus, the first abstract location of the firstestorFigure 5 has
type @NonNull Test ; the remainder have nullable typeteger , with each
referring to a unique type object. Notice here, that we areseovatively assum-
ing parameters are not aliased on entry. If we did not do thesanalysis might
incorrectly retype a parameter location.

In Figure 5, the effect of each instruction is reflected in ¢thanges between the
abstract stores before and after it. Of note are theifegq instructions: the
first establishes a type aliasing relationship betweertilmtsil and2 (on the true
branch); the second causes a retyping of locatiotm@NonNull Integer  (on
the false branch) which also retypes locatibtinrough type aliasing. Thus, at the
invoke instruction, the top of the stack (which represents theiveceeference)
holds@NonNull Integer , indicating it will not dereferencaull
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class Test
Strmg Integer | Integer DA

if(i==) && i'= Fa <
eum oS0, S 2
} else { return null} @onNul | Test 0
B {1 nt eger L
i le e I nt eger 2:
012 34 :
: @onNul | Test 0:
et L I nteger 1
i[e]efe]|[e}7] | nt eger 2
012 34 :
Ioad 2 ll'.'.'.'.'.'.'.'.'.'.Z'.Z'.Z'.'.'.Z'.Z'.Z'.Z'.'.'.'.'.'.'.'.'.'.Z'.Z'.Z'.ZZZ'.Z'.Z'.Z'.'.'.'.'.'.'.'.'.'.Z'.Z'.Z'.ZZZ'.Z'.Z'.Z'.'.'.'.'.'.'.'.'.'.Z'.Z'.Z'.ZZ'.'.'4'.'4'.'4'._‘
@onNul | Test 0:
et L I nt eger L
[e]e]e[e]e | nt eger 2
false 12 ...... 34— .................................................................... :
if Ceq L T L §
e @onNul |_Test 0
: \ —»fI nt eger 3
................................ 0o :
S0 1 34 _
: @onNul | Test 0
: \ “—»{I nt eger 3:
................................ Konin :
01 3 4 ;
I Oadconst nul I B "'.'.'.'.'.'.Z'.Z'.ZZZZZ'.Z'.Z'.Z'.'.'.'.'.'.'.'.'.'.Z'.Z'.Z'.ZZZ'.Z'.Z'.Z'.'.'.'.'.'.'.'.'.'.‘.'.‘.'.‘.'.‘.'.Z'.Z'.Z'.Z'.'.'.'.'.'.'.'.'.'.Z'.Z'.Z'.ZZZ'.Z'.Z'.Z'._A
@onNul | Test 0:
: \ ! | nt eger 3
................................ Innior \ i .
true 2012 . 3 e '
if ceq L T §
false @\bnNUI | Test 0
: \ \—» @onNul | | nteger 5
................................ 0o :
S0 1 3 4 .
| oad 2 e e :
@onNul | Test 0:
: [ s @onNul | | nteger 5
................................ Inoir :
P01 3 4 ;
i nvoke toStri g i
I @WonNul | Test 0
8 | nt eger 6 :
S - [e L] | nt eger 7
: 12 34 :
I oadconst nul I . PR S S S
lx @onNul | Test 0:
................................ \_’ I nt eger 8
IR 1% —»{I nt eger 9
return 1012 34 » String 10

Fig. 5. SivM™ bytecode representatlon of a simple Java Method (souran gibove) and
the state of the abstract stor@,, I, 4), going into each instruction. The value &fis
indicated by the underlined abstract location; when theksafull, this points past the last
location. The type objects B are given a unique identifier to help distinguish new objects
from old ones; we assume unreferenced type objects are iratalydgarbage collected,
which is reflected in the identifiers becoming non-contigiolype aliases are indicated
by references which are “joined”. For example, the secorstratt store reflects the state
immediately after thébad 1 instruction, where locationsand3 are type aliases. Finally,
the mechanism by which abstract stores are merged togetthéewliscussed i§3.5
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3.5 Dataflow Analysis

We now consider what happens at join points in the CFG.réhen instruction

in Figure 5 is a good illustration, since two distinct patbagh it and each has its
own abstract store. These must be combined to summarisessllge program
stores at that point. In Figure 5, the store coming out ofitiveke instruction
has a type aliasing relationship, whereas that coming otliedbadconst  in-
struction does not; also, in the former, locatibhas type@NonNull Integer
whilst the latter gives it nullable typkateger . This information must be com-
bined conservatively. Since locatiancan holdnull on at least one incoming
path, it can clearly holdull at the join point. Hence, the least conservative type
for location2 is Integer . Likewise, if a type alias relationship does not hold on
all incoming paths, we cannot assume it holds at the join.

We formalise this notion of conservatism as a subtype wmlati, over abstract
stores. HereS; <S5 can be thought of as statinfg is at least as preciséhan.S,.
More specifically, if a location irb; has typeTl, and that same location if, has
typeTs, thenT; must beat least as precisas?; (i.e. Ty < Tb). Likewise, if a type
aliasing relationship between two locations is preseri.inthen it must also be
present inS;. This is stated formally as follows:

Definition 4 LetSlz(il,fl, R), Sy =
ThenSl SA So iff \AV/IE,y € {0 (IA{
La(y) = T'i(z) =T (y))].

k) be well-formed abstract stores.

(5 forn :
D}E T (2)) < (Do) A (Fale) =

Lo,
=)

Note, Definition 4 requires be identical on each incoming store; this reflects a
standard requirement of Java Bytecode. Now, to constrachistract store at a join
point, our verification system finds the least upper boundf incoming abstract
stores — this is the least conservative information obt@maNe formalise this as
follows, where theransfer function f(), is defined by the abstract semantics of
Figure 4,z identifies a node in the CFG, and the edge lahdlistinguishes the
true/false branches faficeq

Definition 5 Let G = (V, F) be the control-flow graph for a methad. Then, the
dataflow equations fol/ are given bySy,(y) = U, er fx, Su(x), ).

This states that the abstract stofg;(y), going into a locatiory is the least-upper
bound of the abstract stores coming out of each bytecodedgiregit in the control-
flow graph. And, furthermore, that the abstract store conomigof an instruction
is determined by applying the transfer function to the sgmiag into it. Note, this
definition of an abstract store may be recursive §.(y) may be defined in terms
of itself); this occurs when there are loops in the contralvfgraph.

Finally, our dataflow equations can be solved as usual bgtitey them until a fixed
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point is reached usingworklist algorithm In doing this, our implementation cur-
rently pays no special attention to the order in which nodéise control-flow graph

are visited. More complex iteration strategies (see e 9[26]) and optimisations
(e.g. [27,24,54]) could be used here to provide a more eficreplementation.

4 Soundness

We now demonstrate our algorithm alwagsminatesand iscorrect that is, if a
method passes our verification process, then it will neveefdeencenull . As
indicated already, the proofs which follow apply only to fleemalisation of our
algorithm for theSsvm. Unfortunately, we cannot provide as strong a guarantee for
our actual implementation, primarily because it permitstiae casts (se§5.7 for
more on this).

As stated previously, we assume that aem program our verification algorithm
operates on has already passed a bytecode verificatioresfaiyalent to that found
in the JVM. We introduce the following notion to emphasisie th our proofs:

Definition 6 An Savm method is considered to be valid if it passes a bytecode ver-
ification phase equivalent to that of the standard JVM vaifan process [48].

The consequences of Definition 6 include: all conventiopaés are used safely;
stack sizes are always the same at join points; method amidiekups always
resolve; etc.

4.1 Termination

Demonstrating termination amounts to showing the dataftpyagons always have
a least fixed-pointThis requires that our subtyping relation igon-semilattice
(i.e. any two abstract stores always have a unique least iggpmd) and that the
transfer functionf, is monotonic. These are addressed by Lemmas 1 and 2.

Strictly speaking, Definition 4 does not define a join-settida over abstract stores,
since two stores may not have a unique least upper boundxgore, consider:

S1 = ({r1 — Integer,ry +— Float}, {0 — 7,1 — r,2— 1y}, 3)

Sy = ({r1 — Integer,ry — Float}, {0+ 1o, 1+ 79,2 +— 11},3)
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Then, the following are minimal upper bounds$fand.S;:

S3 = ({ry — Number, ry — Number}, {0 — 71,1 — r1,2 — 13}, 3)

Sy = ({ry — Number, ry — Number}, {0 — 79,1 — 19,2 — 11}, 3)

Here, S5 < Sy, S4 < S3, {51, S2} < {S3,S5,} and—=3S.[{S1, So} <5 < {53, 54}
Hence, there is no unique least upper boundpaind S;. Such situations arise
in our implementation because type objects are implemegelhiva Objects and,
hence,; # r, corresponds to objects having different addresses. Novle &
andsS, are distinct, they are alssquivalent

Definition 7 Let S, = (3,11, /), So = (3, I's, &), thenS; and S, are equivalent,
written Sl = 52, iff Sl < SQ and51 > 52.

An interesting observation from Definition 7 is that our syd® operator for stores
is not a partial order (since this requires anti-symmetagther, it is goreorder.

Lemma 1 (Store Subtyping) LetS; = (31,11, &), So= (32, I's, &) with don(T'; ) =
domT,). If U is the set of minimal upper bounds &f and S, thenU # () and
Ve, yeU.[x = y).

Proof 1 Firstly, U # () since({r; — Object,...,r, — Object}, {1 —ry,...,n—
.}, /) is an upper bound for any store where ddi= {1,...,n}. Now, suppose
for contradiction that we have twe,, u, € U, whereu; # uy. Then, by Definition
7, eitheru; £ us and/oruy £ uy. Now, ifu; < us we have a contradiction since
uy IS not a minimal upper bound and, similarly,f, < u;. Thus,u; € u, and
uy £ uy must hold. Suppose, = (2,1, Tur, &) anduy = (32, Lus, &), then fol-
lowing Definition 4 we obtain the following by pushing in négas (and assuming
z,yef{0...(k—=1)}):

~ ~

32,y St (M) £ Sua(Dua()) V (Pua(@) =Tua(y) A T (2) £ ()]

A ~

chyy[iuz(rl(fﬁ)) Z St (T (2))

<
>
<
=
—
8
I
>
<
=
—~~
<
—
>
—
IS
o
8
~—
N
—
IS
o
—~
<
N
Ml

Let ¢t/ denote the top-left disjuncty denoting the top-right disjunct and so on.
Then, there are four cases to consid&ra bl, tr A br, tl A\ br andtr A bl (in fact,
since the last two are symmetric we only consider one of them)

) 32[E([n(2)) £ Sua(Cus())] and3y[Sz(Cus(y)) £ S (T ()] However,
we know thaf Sy, So} <wuy and{Si, Sa} <wus, which implies that somé exists
where{> (I'y(2)), So(Ta(2))} < T < {1 (Tu1(2)), Sua(Tuz(x))} (otherwise,
the subtype relation is not a complete lattice which it isalé§3.1). A symmetric
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argument applies foy, leading to the conclusion neither, nor u, are least
upper bounds of; and S,! ) ) )

ii) 3x1,y1[Fu2(:c1) Lu2(y1) ATur(21) #Lu(y1)] and 3wg, yo [Ty (22) :FAul(y2) A

ug(xg) ;él“uz(yz))] Since51 <u, (respectivelys; <u,) we have that';(z,) =
I'1(y2) (respectivelyl’y(z1) = I'y(y1)). By a symmetric argumenk)y(z,) =
FQ(yQ) and FQ(I’l) = FQ(yl) hold for Sa. Thus, in any minimal upper bound
of S; and S, we havel'(x;) =T'(y;) and () = I'(y,). This is a contradiction
as i'E imglies neithgul gnduz are mlnlmaj upper bpunds. ) )

i) 32501 (a1 (2)) £ S (Da(2)] @nd 3, [T (1) = T (9) A Tual) £ o).
W.L.O.G. assume only one possible value for each 9f~. SinceS; < u; and
Sy < uy it follows thatT'; (z) =Ty (y) andTy(z) =T'2(y) (respectively). This im-
plies thatS,o (T2 () = S (Tuw(y)) (otherwiseu, is not minimal). Likewise,
sinceS; < uy and Sy < g, We haved,, (T (2)) = 31(I1(2)) U 22(1“2( )
(again, otherwiseu, is not minimal). This implie&,;(Ly1(2)) > Sua(Lua(2))
(otherwise, the subtype relation is not a complete lattibectvit is, recall§3.1).
Finally, let us construct; = (Eug,rug, k) wherevili # » = Sus(Cy 3(1)) =
gul(rul(z))]’ZuB(Fu?:( z))= EuQ(F 2(2)) andvi, j[['y3(i) = Fus(]) — Ful(i):
U1 (7)) Sinces i (T,1(2)) > S0 (Tya(2)), it follows immediately that; < u;.
Likewise, sincéjuz(fuz(:c)) = iuz(fuz(y)), it follows thatus is an upper bound
of bothS; and.S,. Thus we have a contradiction, sinegis not a minimal upper
bound.

]

We now demonstrate that our dataflow equationsr@aotoni¢ which is a normal
requirement for termination.

Lemma 2 (Monotonicity) The dataflow equations from Definition 5 are mono-
tonic.

Proof 2 Demonstratingf is monotonic requires showing each transition from our
abstract semantics is monotonic. That isf{, S;,l) = S, for some bytecode at
position:, then for all.S], wheref (i, S1,1) =55 andS; < S7, we haveS; < S,.

Now, given a bytecode instructian f(i, Sy (i), 1) always manipulate§ and ¥

in the same way, regardless of input store (stgre 1 always overwrites loca-
tion 1 with the top of the stack). Observe that this correctly réfl¢lce operational
semantics oavm bytecodes (recall Figure 2), where each bytecode alwayspnan
ulates the stack in the same manner.

Now, we first consider the issue of type aliasing. Let us asstoncontradiction,
that S, £ 5! because a type alias exists.#) which does not exist if,. Now, we
have two cases:

i) The offending type alias I8}, was not present it} and, hence, was introduced
by f(i,51,1). Now, type aliases are only introduced by the transfer fionctor
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bytecodedoad andifceq (on the true branch). More importantly, they are
always introduced in these cases, and all existing typesaiaare always pre-
served. This gives a contradiction, since it implies therading type alias was
in Ss.

ii) The offending type alias i%, was present irt]. SinceS; < S}, we know (by
Definition 4) the offending type alias was alsoSh. Thus, the offending type
alias was eliminated irf (i, S, 1), but notf (i, S1,). Considering Figure 4, we
see that every bytecode excégdd , loadconst andnew T is capable of
eliminating a type alias. This is because they pop refergéethe stack. How-
ever, they always manipulate the stack in the same mannes, Bimce the of-
fending type alias was eliminated ipyi, S;, 1), it must also have been eliminated
by f (i, S1, 1) which gives a contradiction.

We now consider the issue of subtyping. Let us assume, fsadartion, thatS, £

S} because there exists some locationvhere 33, (I'y(z)) £ 35(I%(z)), where

Sy = (22, fz, ko) and S}, similarly. Now, ignoringifceq, we know from Figure 4
that the bytecode at positiononly assigns type objects already accessible from
the location array and/or introduces type objects with tlaeng type (e.gnew
Integer always introduces aimteger type object). Therefore, since the type
of every location inS; is < its counterpart inS7, every location inS, must be a
subtype of its counterpart ifi, — giving a contradiction.

Finally, for ifceq , we also require thaly N7, < 7{N7} andTy— Ty < T{ Ty if
< <T’ andT, < <T’ The former holds as the subtype relatleh forms a complete
lattice (recall§3. 1) whilst the latter follows immediately from its defiont 0

4.2 Correctness

We now demonstrate that the information computed by ourralgo is a safe
approximation of thessgvm during any execution trace of the program. To do this,
we must first define more precisely what this means.

Definition 8 (Effective Type.) Let (X, II) be a state during some execution trace
of theSavm, wherell = (0", pc, T, k) :: S. Then, theeffective typeof a valuey is
determined as follows, whe#®, = {null,...,—2,—1,0,1,2,...}:

I if 7
nntypdy, 2) = { I ve
@NonNull C' if X(¢)($) =C

The purpose of the above is to determine the appropriateagbsgpe for a partic-
ular variable at runtime. For example, a variable holdingfarence to &tring
object in some state has an effective type&idionNull String. However, its ef-
fective type may differ in other states where the variable$different values.
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We can now proceed to develop a notion of correctness for lgarithm. In-
formally, the algorithm is correct provided that, for evexyecution trace, every
method parameter, return value and field respect their detkbstract types:

Definition 9 (Safe Local Abstraction) Let (X, II) be anSivm state during some
execution trace at positionin methodM (i.e.I1= ("4, T, ) :: S andd" identifies
M). Let Sy, (i) = (,T, ) be the abstract store determined for positioby our
algorithm. ThenSy, (i) is asafe abstractioof (3, I1) iff for every locationz, y we
have thatl'(z) =T'(y) = T'(z) =[(y), nntypél(z), ) <S(I'(x)) and iz = k.

Definition 9 states that an abstract stétg(i) is a safe abstraction of a concrete
state(X, IT) if: firstly, every type alias inSy, (i) is actually a type alias (X, IT);
secondly, that the effective type of a referencgihIl) is a subtype of that in
Sy (i); and, finally, that the stack pointers match. In a similahfas, we define a
safe abstraction of the program heap:

Definition 10 (Safe Heap Abstraction) Let (3, IT) be anSavm state during some
execution trace at positionin methodM (i.e. 1= ("4, T, ) :: S andd" identifies
M). Let Ar be a map from fields to abstract types. ThAnp, is a safe abstraction
of (3, 1I) iff for every 6 € domAr) and p € domY), whered® = (O, N, T) and
Y (p)($) =0, we have that nntyg&(p)(N), X) < Ap(5F).

Finally, we bring these notions together to determine witagians for information
computed by our algorithm to be a safe representation obthe at any point.

Definition 11 (Safe Abstraction) Let (X, IT) be anSavm state during some execu-
tion trace at position in methodM (i.e.11= (6", 4, T, k) :: S and §" identifies)).
Let Sy, (¢) be the abstract store determined for positiohy our algorithm, and
Ar a map from fields to abstract types. Théa, Sy, (7)) is a safe abstractionf
(33, 1) iff Ar and Sy, (i) are both safe abstractions @Y, IT).

We now demonstrate that all aspects of a safe abstractienarged by our algo-
rithm. Roughly speaking, this amounts to showing that:Ijirgtin operator always
produces a safe abstraction, given safe abstractions as(lgmma 3); secondly,
that the transfer function, when given a safe abstractianm@sg, always produces
a safe abstraction (Lemmas 4 and 5).

Lemma 3 (Safe Join) Leti -5 j be an edge in the CFG of a valid methaf, and
(X;,1L;) ~ (%;,1I;) be a transition in some execution trace of the/m, where
I1; andII; are at positiong andj (i.e.II; = (0", i,T;, x;) :: S and §" identifies)/,
etc). Assumg (i, Sy (7), ) is a safe abstraction dfx;, I1;). Then,S,,(j) is a safe
abstraction of(¥;, I1;).

Proof 3 Suppose not. Lefl; = (6", §,T;,&;) == S, f(i, S0 (i), 1) = (3,14, i)

and Sy (j) = (%;,T;, &;). Then, following Definition 9, there are three cases to
consider:
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(i) 3z, y[l;(x) = T;(y) AT;(z) # T';(y)]. In other words, the join operator intro-
duced an erroneous type alias, when joinifig, S, (i), 1) with f(k, Sy (k), 1),
for some other predecessérof j. Recall from Definition 4 that the subtyping
relation on abstract stores conservatively retains typasas. In other words,
when joining abstract stores together, an alias relatiapsis only present in
the result if it was present in all input stores. This givesoatcadiction since
it implies the erroneous type aliasing relationships mustéhbeen present in
£, (). o

(i) Jz[nntypel';(z),%;) £ 3;(I';(x))]. In other words, the join operator intro-
duced an erroneous abstract type, when joinfig Sy, (¢), [) with f(k, Sy (k), 1),
for some other predecessérof j. However, by Definitions 4 and 5, we know
>i(Ti(x)) < 35(T;(x)) becauseSy (j) = L, Su(k) (@ndi is a predecessor
of j by construction). Hence, we have a contradiction as nrityge), >,) <
53:(T';) by assumption.

(i) &; # k;. Recall that, since methatl is valid, we know that the always has
the same value at any given positionih. Now, sincef (i, Sy,(i),1) is a safe
abstraction of(X;, IT;), we know that; = «,. Finally, by Definition 4, we know
that two abstract stores can only be joined if their stacknper has the same
value and, hence;; =&;.

Lemma 4 (Safe Local Step)Let: —l>j be an edge in the CFG of a valid methbf
and (X;,II;) — (X;,11,) be a single transition of some execution trace, wHéye
andlIl; are at positions andj (i.e.II;= (0", ¢, I';, x;) :: S and " identifiesM, etc).
If Sy (i)= (2, T, &) and Ay are safe abstractions ¢;, I1;), thenf (i, Sy (i), 1) is
a safe abstraction ofx;, IT;).

Proof 4 Suppose not. Firstly, sinc&;, I1;) — (X,,1I;) is a single transition,
we know the bytecode at positions not aninvoke bytecode. Now, lell; =

(8, 5,05, k5) == S, Sa(@) = (34,14, &) and f(i, Sar (i), 1) = (25,15, &;). Then,
following Definition 9, there are three cases to consider:

(i) 3z, y[l;(z) = T;(y) AT;(z) # T;(y)]. In other words, applying the transfer
function to Sy, (7) introduced an erroneous type alias. We now demonstrate, by
case analysis on the instruction types of Figure 4, that thegfer function can-
not introduce an incorrect type alias. There are four maisesto consider:

- putfield 0F andreturn cannot introduce type aliases since they do not up-
dateT".

- loadconst,new T, getfield 0F also cannot introduce type aliases since they
only assign fresh locations to locationslin

- load 7 andstore i both introduce type aliases between the local array and
the stack. However, this correctly reflects their semarftesall Figure 2).

- ifceq. We consider the true and false branch separately. On theeliranch,
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a type alias is created between all locatiohwhereI'(I) = r, or I'(l) = rs.
But, in this case, we know the references represented bynd r, are equal
according to the semantics of this bytecode (recall Figyréle false branch
is simpler, as it (respectively) replaces r, with r3, r4, both of which are fresh
and, hence, no type alias can be introduced.

(i) 3z[nntypel;(z),%;) £ ;(T;(x))]. In other words, applying the transfer func-
tion to Sy, (i) introduced an erroneous abstract type. Again, we demotestra
by case analysis on the instruction types of Figure 4, thatttansfer function
cannot introduce an incorrect type. There are four main saseconsider:

- load i, store i, loadconst, putfield ¢F, andreturn do not introduce any
new abstract types. Hence, sing (i) safely abstract$>;, I';) by assump-
tion, these bytecodes can be ignored.

- getfield ¢F. This bytecode places an abstract type= Ay (dF) onto the
stack. However, by assumptiah is a safe abstraction of; and, hence, the
value loaded must be safe.

- new T. This bytecode introduces an abstract ty@é&NonNull 7" and places
it on the stack. Furthermore, since this instruction doesialty create a new
object and place a reference to it on the stack, the intradaadf @NonNull
T is safe.

- ifceq. Again, we treat true and false branches separately. The bmanch
introduces the greatest lower bound of the types of the tiererces that
are equal. It produces a typ@ NonNull 77 only when one operand has type
@NonNull 7;. When the other operand has a possibly-null type, this is saf
since the references are in fact equal according to Javdsremce compari-
son.

The false branch uses the type difference operator. Acogrth Defini-
tion 3, if one of the two references compared has type nulbther is given
@NonNull status, otherwise no new tyg@NonNull 7' is introduced. An
important issue is that any location represented by an agstiocation with
type null can only holehull . This is trivially the case, since type null is only
introduced by théoadconst  bytecode, and nulll 7" # null unlessl"=null.

Finally, both branches replacg, r, by substitution, which could cause prob-
lems if any underlying type aliases were incorrect. Casal§fgve guarantees
this is not the case, however.

(i) ~; # w;. From Figures 2 and 4 it is fairly evident that the transfendtion
manipulates the stack in an identical fashion to gewm.

Lemma 5 (Safe Heap Step)Let i —l>j be an edge in the CFG of a valid method
M, and(%;,1I;) — (3;,11;) be a single transition of some execution trace, where
I1; andIl; are at positions andj (i.e.II; = (6", 7, [';, x;) :: S and 6" identifies)M,
etc). If Sy, (i) = (2,1, #) and Ay are safe abstractions df;, II;), thenAy is a
safe abstraction ofX;, IT;).
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Proof 5 Suppose not. Again, sin¢&;, I1;) — (X;,11,) is a single transition, the
bytecode at positionis not aninvoke ™. In fact, the bytecode at positiarmust

be aputfield ¢F, since this is the only other bytecode which can modify tla@he
Furthermore, this bytecode must be assigningl to a field matching®, where
Ar(6F) = @QNonNull T (otherwise, the effective type of that field will be a sub-
type of Ar(0F), since M is valid by assumption). This implies the abstract type
on top of the stack i¥,,(i) had abstract typd’, not @NonNull 7" (sinceSj,(7)

is a safe abstraction by assumption). However, this givesraradiction, since it
impliesS)(7) could not be constructed (because of the subtyping constaithe
putfield bytecode — recall Figure 4). 0

At this point, we have essentially shown that our verificatadgorithm is cor-
rect, provided we ignorénvoke /" bytecodes. We now need to finish the proof
by demonstrating that our treatment of these bytecodesassalfe.

Theorem 1 Leti- j be an edge in the CFG of a valid methaf and(%;, IT;) ~
(X;,11;) be a transition in some execution trace of Swwm, wherell, andIl; are
at positionsi andj (i.e. IT; = (6", i, T, ;) :: S and " identifiesM, etc). Assume
Ar and Sy, (i) are safe abstractions ¢&;, I1;). Then,Ar and f(i, Sy (i),1)) is a
safe abstraction of%;, I1,).

Proof 6 Suppose not. Now, the bytecode at positionust have the forimvoke §",
since all other bytecodes are already shown correct in Lesvinend 5. Essentially
then, one of two things must have happened during the eracftmethod™: ei-
ther some field declaredNonNull 7" was assignedull; or, some local variable
containedhull whose inferred abstract type wasionNull 7.

Let us first assume for contradiction thAt, was a safe abstraction of aivm
states during the execution tracg;, I1;) ~ (X;,11,). Then, there must be some
abstract storeS,,; (k) which did not safely abstract a correspondiBgvm state
(3k, ') in that trace. Assume WLOG, thatis the first such position occurring
in the trace. Let>;, I';) be the preceding state in the trace, afigl»(/) the cor-
responding abstract store (not necessarily in the same odgtlBy assumption,
Swa(l) is a safe abstraction B, I';). Now, if the bytecode at positidris neither
an invoke nor return, then an immediate contradiction follows from Lemma 4.
So, suppose the bytecod€d & either aninvoke or return. The semantics of the
former dictate that items are removed from the stack and pleessed into the local
array of the invoked method (recall Figure 2); for the laftan item is removed
from the stack of the method and placed onto the stack of tkex.Ceherefore, we
still arrive at a contradiction since the items on the stack a safe abstraction (by
assumption), the abstract semantics of these bytecodpeatethe declared (ab-
stract) parameter and return types for the method in questiad, henceS,; (k)

is a safe abstraction dfX,, I'y).

Thus, our conclusion is thaX - was not a safe abstraction of &bvm states during
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the execution trace;, I1,) ~ (X;, I1;). Let (X, I'y) identify the first problematic
state in the trace, and),(k) be the corresponding abstract store. Now, it must
hold that some field® holdsnull, but A (§F) = @QNonNull 7T'. Let(%;, ;) be the
preceding state in the trace, artt}, (/) the corresponding abstract store. In this
case, the bytecode at positibmust be gutfield (since(Xy, ') is the earliest
erroneous state) and, thus, positiors in the same method ds Likewise,S,, (1)
must be a safe abstraction OF,;, I';). However, this leads to a contradiction by
Lemma 5, which implieS,, (k) is a safe abstraction ai,, I'y). O

5 Implementation

We have implemented our system on top of Java Bytecode andoweldiscuss
many aspects not covered in our formalism for gaewm.

5.1 Bytecodes.

Many JVM bytecodes were not considered in 8igm formalism. There include
all arithmetic operations (e.gadd , imul , etc), stack manipulators (e.gop2,
dup, etc), other branching primitives (eignonull | tableswitch  , etc), syn-
chronisation primitives (e.gnonitorenter  , etc) and other miscellaneous ones
(e.g.instanceof ,checkcast ,athrow andarraylength ). Inthe vast ma-
jority of cases, it is straightforward to see how our forrealican be extended to
support these bytecodes.

Our implementation supports all except one bytecode —jsthe bytecode (Jump
to SubRoutine). Subrountines are known to significantly piicate the bytecode
verification process and, indeed, Sun’s bytecode verifidkdemaeveral critical as-
sumptions in dealing with them [46]. While various techragdor resolving them
(see e.g [51,46,45,18]) could be applied here, we did nod tleem in practice.
This is because th@vac compiler almost always avoids usifgg by inlining
subroutines and, as a result, we did not encounter them atigea

5.2 Interfaces.

Our formalism requires that the subtype relation for noti-iypes formed a com-
plete lattice (recalg3.1). TheSivm ensures this by ignoring Jawaterface s
altogether. In fact, it is a well-known problem that Javaibtype relation does
not form a complete lattice [46]. This arises because twesela can share the
same super-class and implement the same interfaces; baysptay not have a
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unique least upper bound. To resolve this, our implementatidopts the stan-
dard solution of ignoring interfaces entirely and, inst@eghting interfaces as type
java.lang.Object . This approach does mean our system will fail to verify
some programs that we might expect it to pass. However,glsigrnewhat unlikely
to occur in practice and, in fact, we have not encounterecabwerld program
where this was a problem.

5.3 Constructors.

An important problem arises when dealing with construcamids, more specifically,
default values for fields [25]. Roughly speaking, the prabls that a field is given
a default value until it is actually initialised by a consttror (if it ever is). In Java,
the default value is a subtype of the field’s declared type hadce, this presents
no problem. In our system, however, this is not necessdrdycasenull is the
default value assigned to fields of reference type, but shesiarly not a subtype of,
for example@NonNull Integer . Thus, afield of typg@NonNull Integer

will temporarily hold an invalid value inside a construct@/e must ensure such
fields are properly initialised; furthermore, we must prenaccesses which assume
such fields are already initialised (such as in a methoddalethe constructor).

Figure 6 highlights the problem. We must ensure such fiellpaperly initialised,
and must restrict access prior to this occurring. Two meichanare used to do this:

(1) A simple dataflow analysis is used to ensure that all ndh¢mstance) fields
in a class declaration are initialised by that class’s coicsr.

(2) Following Fahndrich and Leino [25], we use a secondgpetannotation,
@Rawfor references to indicate the object referred to may nahivialised.
This implies any field of that object which has a referencetypay currently
hold null , regardless of whether it is annotat@NonNull . Reads from
fields through these return nullable types. This reference in a construc-
tor is implicitly typed @Ravwand @Raws strictly a supertype of a normal
reference. Thus, methods cannot be calledhdm whose receiver type is
not declared®Rawlikewise, we cannot pagkis in a non@Ravargument
position, nor assigthis  to a non@Rawield.

Our use of@Rawere is a somewhat simplified version of that outlined byreiich
and Leino [25], where a more fine-grained type is used whichimdicate exactly
which fields are uninitialised. However, we found this to béfisient for the pro-
grams we annotated as part of our experimental studys@edt remains unclear
whether the more detailed version @Rawroposed by Fahndrich and Leino is
actually necessary for checking programs in practice.

Finally, static field initialisers present an awkward peshl since an object’s con-
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public class Parent {
public Parent() {
doBadStuff(); Il error #1, f1 not initialised
}

i nt doBadStuff() { return O; }
}

public class Child extends Parent {
@NonNull String f1;
@NonNull String 2;

publ i c Child() {
doBadStuff(); Il error #2, f1 not initialised before call
fl = "Hello_Verld";
Il error #3, f2 not initialised yet
}

i nt doBadStuff() { return fl.length(); }
}

Fig. 6. lllustrating three distinct problems with constars and default values. Error
#3 arises as al@NonNull fields must be initialised! Error #2 arises as a method is
called onthis before all@NonNull fields are initialised. Error #1 arises as, when
the Child ’s constructor is called, it calls thearent ’s constructor. This, in turn, calls
doBadStuff() which dynamically dispatches to th@hild ’'s implementation. How-
ever, fieldf1 has not yet been initialised!

public class Test {
static Test x = new Test();
static @NonNull String statf = "Hel l o_World";

@NonNull String f;

public Test() {
f = statf; /I error, statf may not be initialised

}
}

Fig. 7. lllustrating a problem caused by static initial&sefhe issue is that the static field
statf  will not have been initialised when th&est constructor is called, despite its
@NonNull annotation. Thus, the assignment will incorrectly assigh  to fieldf .
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structor can, in principle, access any static field, inalgdhose which are awaiting
initialisation. Figure 7 illustrates the issue. Resolving difficulty with static fields

is not as easy as for normal fields, and cannot be achievedswiitiething like the
@Ravannotation. One approach is simply to prevent static fielos fbeing an-
notated with@NonNull . However, this would be impractical as existing software
typically assumes certain static fields (eSystem.out ) are non-null. Another
approach might be to annotate every method with the statdsfieaccesses (in-
cluding those read by all methods it invokes). This way, oméd ensure that no
static field was accessed before its initialiser was run.iyghis approach seems
inherently impractical. A simpler approach would be to pari a runtime check
whenever a static field annotat@NonNull is accessed. This would mean some
problems were not caught at compile time, but were insteadireed to a small
number of places. While some better solutions may indeedossilple for this
problem, for now we choose a simple workaround: we only alktatic initialis-
ers for types defined in the standard library; this workscesiwe know such types
cannot access static fields defined in client programs. Hekyvéus not a general
solution to the problem.

5.4 Inheritance.

When a method overrides another via inheritance our toatkchthat@NonNull
types are properly preserved. As usual, types in the paeqrpesition arecon-
travariant with inheritance, whilst those in the return position amariant For
example, consider the following:

public class Parent {

String f(@NonNull Number x) { ... };

}

public class Child extends Parent {
@NonNull String f(Number x) { ... };

}
The above code is allowed becaus&rent.f() can return every value that
Child.f() can return; and, likewiseZhild.f() can accept every parameter

value thatParent.f() can accept. In contrast, the following is not allowed:

public class Parent {
String f(Number x) { ... };

}

public class Child extends Parent {
String f(@NonNull Number x) { ... };

}
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Here, the problem is that, given a variablef static typeParent , it seems from
the signature oParent.f() that one should be able to calf( nul | ) . How-
ever, ifv actually refers to an instance 6hild , then this assumption is broken.

5.5 Field Retyping.

Consider this method and its bytecode (recall local O httigs ):

class Test { 0. load O
Integer field,; 2. getfield Test.field
void f() { 5. ifnull 16
i f(field = nul 1) { 8. load O
field.toString() 10. getfield Test.field
} 13. invoke Integer.toString
} 16. return
}

The above is not type safe in our system as the non-nullngls @ield is lost when
itis reloaded. This is strictly correct, since the field'sueamay have been changed
between loads (e.g. by another thread). We require thissmlwved manually by
adjusting the source to first store the field in a local vagdihich is strictly thread
local).

An interesting observation here, is that there are somat®is when we know an
object’s field cannot be modified — for example, if it's markathl . In these
cases, our tool could correctly retype a field to@®&lonNull . At the present time,
however, we do not do this for simplicity, and leave it fonftg work.

5.6 Generics.

Our implementation supports Java Generics. For examplajemete avector
containing non-nulBtrings  with Vector<@NonNull String> . Extending
the subtype relation of Figure 3 is straightforward anddiwh the conventions of
Java Generics (i.e. prohibiting variance on generic patarse Verifying meth-
ods which accept generic parameters is more challengingle@b with this, we
introduce a special type€l;, for each (distinct) generic type used in the method;
here, T; < java.lang.Object and T; £ T}, for i # j. When checking a method
f(T x) , the abstract location representixgs initialised to the typerl,; used ex-
clusively for representing the generic typeThe subtyping constraints ensure
can only flow into variables/return types declared with thime generic typé&. So,
for example, the following code gives a syntax error in owstegn aswull £ T.
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cl ass Test<T> {
Tf){ return null;}

}

Whilst this ensures that user-defined classes are safeteaasting problem arises
with some existing library classes. For example:

cl ass Hashtable<K,V> ... {

V get(K key) {

return null;

1}

Clearly, this class assumesill is a subtype of every type; unfortunately, this
IS not true in our case, since emull £ @NonNull String . This example
presents a particular problem as, unlike user-definededasise standard library
code (particularly the interfaces it uses) cannot be chénfjeus, simply reporting
an error and relying on the user to fix it, as our tool does ferakfined classes,
will not eliminate the problem. Therefore, as a simple warkund, we prohibit
instances oHashtable /HashMap from having a non-null type iV’s position.
Other classes, includingnkedList , Stack andQueue are likewise affected
and resolved in the same fashion. Whilst this is not a gersetation to the prob-
lem, it is sufficient to ensure the results reporteg6rare safe.

5.7 Casting + Arrays.

Our implementation supports arrays having both non-nidremces and elements.
For example:

@NonNull Integer @NonNull [] al;

Here,al is a non-null reference to an array holding non-null elermémhen anno-
tating arrays, the leftmost annotation associates wittetbment type, whilst that
just before the braces associates with the array refergpee t

An important question is how our system deals with subtypkay example, we
do not allow the following:

@NonNull Integer @NonNull [] < Integer @NonNull []
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voi d f(@Type( "Vect or<@onNul | _I nteger>") Vector<integer> v,

@Type("I nteger @onNul | _[]") Integer[] arrl,
Integer[] arr2) {

}...

Fig. 8. lllustrating how the@Type() annotation is used to overcome Java’'s present lim-
itations regarding where annotations can be placed. Ntimethe@Type() annotation

is only used when actually required. This code is then cadpilown to Java bytecode in
the normal fashion which, in turn, is read by our tool. Sinnaaations persist into Java
Bytecode (if required), our tool is able to extract the regdinon-null type information
from these annotations.

In fact, we require all array element types be identical leefwvsubtypes. Fi-
nally, we must explicitly prevent the creation of arraystthald non-null ele-
ments (e.gnew @NonNull Integer[10] ), as Java always initialises array
elements of reference type wittull . Instead, we require the programmer pro-
vide an explicitcastto @NonNull Integer([] when he/she knows the array
has been fully initialised. Casts from nullable to non-nytles are implemented as
runtime checks which fail by throwin@lassCastException s. Whilst cast-
ing from Integer to @NonNull Integer  requires a single check, casting
from Integer]] to @NonNull Integer(] requires checking every array
element. The use of casts weakens Theorem 1, since we ardigibgerading
NullPointerException s for ClassCastException s. While this is un-
desirable, it is analogous to the issue of downcasts in @k)eented Languages.

5.8 Instanceof.

Our implementation builds upon the type aliasing technigusipport retyping via
instanceof . For example:

i f(x instanceof String) { String y = (String) x; .. }

Here, our system retypesto type @NonNull String  on the true branch, ren-
dering the cast redundant (note,instanceof  test never passes omll ).

L While this contrasts slightly with Java’s treatment of gs;ave cannot do better without
adding runtime non-null type information to arrays.
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5.9 Type Annotations.

The Java Classfile format doesn't allow annotations on gemparameters or in
the array type reference position. However, starting frawaeJ7, there will be di-
rect support for such types based on JSR308 [23]. In the nmeanive employed
a simple mechanism for encoding this information into asfiles We employ a
special annotation@Type() , as a place holder for full type information where
required. Figure 8 illustrates how this is used.

A second aspect of the type information problem is is caugdatderasure seman-
tics of the JVM, where generic information is discarded| geheric type and an-
notation information is available in Java Bytecode for sldsclarations, field types
and method types (via th®ignature  and RuntimeVisibleAttributes

attributes); however, this is not available in the bytecodructions themselves.
For the most part, this is not a problem and our bytecodeuostmns map directly
to Java Bytecodes. Four bytecode instructions, howeverpesblematic:new,
anewarray ,checkcast andinstanceof . Each of these encodes a type ar-
gument, but the type information is only partial (generid annotation information

is missing) where our system requires the full type. To getiad this, we have im-
plemented a custom cast operator using a set of specialaiomst @Castl1() ,
...,@Cast10() . These can be used to provide a full type in much the same way as
for @Type() . To embed this type in a Java Bytecode instruction, we pmgidet

of hard-coded generic functionsT> T Castl(T) ...<T> T Castl0(T)
When a call to one of these is encountered, our system exaitiaeorresponding
@CastXannotation and creates a fresh type object representmgrie following
illustrates this mechanism:

@Cast1l(" @onNul | _I nteger _@NonNul | _[1")
voi d aMethod() {

Integer[] x = new Integer(];

x = JACK.Cast1(x);

Thus, our inference system infers the tygNonNull Integer @NonNull [] ’
for x after the custom cast. Note, the reason for having diffecast operators is
simply to allow several casts for different types in a methidie choice of ten dif-

ferent operators is purely arbitrary, and is really just aksaround prior to Java 7.
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6 Case Studies

We have manually annotated and checked several real-warlgtgms using our
non-null type verifier. The largest practical hurdle wasaating Java’s standard
libraries. This task is enormous and we are far from comghetindeed, finishing
it by hand does not seem feasible; instead, we plan to destpi-)automatic
procedures to help.

We now consider four real-world code bases which we haveesistally annotated:
thejava/lang andjava/io  packages, th@karta-oro text processing li-
brary andjavacc , a well-known parser generator. Table 1 details these eTabl
gives a breakdown of the checking time required, the numbemmotations added,
and the modifications needed for the program to type check&.checking time
records the total time to check the benchmark in questiaiyding the time taken

to compile it byjavac . This was generated on a 2GHz Intel Core Il Duo machine
running Windows XP, and is provided only as a rough indicatbperformance.

The most frequent modification listed in Table 2, “Field Ldaxt’, was for the field
retyping issue identified i§5.5. To resolve this, we manually added a local variable
into which the field was loaded before the null check. Manyheke fixes may rep-
resent real concurrency bugs, although a deeper analysechbfsituation is needed
to ascertain this. The next most common modification, “Cxdnféxes”, were for
situations where the programmer knew a reference couldaldtriull , but our
system was unable to determine this. These were resolvedidiygruntime casts.
Examples include:

e Thread.getThreadGroup() returnsnull  when the thread in question has
stopped. ButThread.currentThread().getThreadGroup() will re-
turn a non-null value, as the current thread cannot comgéfehreadGroup()
if it has stopped! This assumption was encountered in skpiaees.

e Another difficult situation for our tool is when the nullnesisa method'’s return
value depends either on its parameters, or on the objeat&s  typical example
is illustrated in Figure 9. More complex scenarios were alscountered where,
for example, an array was known to hold non-null values updiven index.

e As outlined in§5.6, Hashtable.get(K) returnsnull if no item exists for
the key. A programmer may know that, for specific keyst() cannot return
null  and so can avoid unnecessamyll check(s). Thgavacc benchmark
used manyhashtables and many context fixes were needed as a result. In
Table 2, the number of “Context Fixes” for this particulaolplem are shown in
brackets.

e An odd situation encountered is where a method accepts abhellparameter,
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publ i c voi d actionPerformed(@NonNull ActionEvent ae) {
JFileChooser jfc = new JFileChooser();
i nt rval = jfc.showOpenDialog( nul I');
i f(rval == JFileChooser.APPROVE_OPTION) {

File f = jfc.getSelectedFile();
filePath.setText(f.getCanonicalPath());

Fig. 9. A common scenario where the nullness of a method’snéype depends upon its

context; in this case, iflval==APPROVE _OPTION thengetSelectedFile() won't
returnnull . To resolve this, we must add a “dummy” check tRanull before the
method call.

but passes this on to another requiring it be non-null. Thoske if the outer
method catcheBlullPointerException s, as shown in Figure 10.

The “Other Fixes” category in Table 2 covers other misceltars modifications
needed for the code to check. Figure 11 illustrates one sxenm@e. Most relate
to the initialisation of fields. In particular, helper metisocalled from construc-
tors which initialise fields are a problem. This is becausesystem checks each
constructor initialises its fields, but does not accountliase initialised in helper
methods. To resolve this, we either inlined helper methodsitialised fields with
dummy values before they were called.

The “Required Null Checks” counts the number of explicitlrmilecks (as present
in the original program’s source), against the total numifedereference sites.
Since, in the normal case, the JVM must check every derefersite, this ratio
indicates the potential for speedup resulting from non-types. Likewise, “Re-
quired Casts” counts the number of casts actually requierdus the total number
present (recall fron5.8 that our tool automatically retypes local variablemaft
instanceof  tests, making numerous casts redundant; furthermore,dbetc
doesn't include any cast that was required solely becaugieedimitation in the
current classfile format discussed§®.9).

We were also interested in whether or not our system could ti@tumentation.
That is, whether or not using types (which are automaticztgcked) instead of
hand-written documentation (which is not) would be moret#é. In fact, it turns
out that of the 1101 public methods java/lang , 83 were mis-documented.
That is, the Javadoc failed to specify that a parameter matsb@&null  when,
according to our system, it needed to be. We believe thistisallg fairly good,
all things considered, and reflects the quality of docuntemtdor java/lang
Interestingly, many of the problem cases were founjwa/lang/String
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benchmark version | LOC | source

javal/lang  package| 1.5.0 14K | java.sun.com

javalio  package 1.5.0 | 10.6K | java.sun.com

jakarta-oro 2.0.8 8K jakarta.apache.org/oro

javacc 3.2 28K | javacc.dev.java.net
Table 1

Details of our four benchmarks. Nofaya/lang

does not include subpackages.

Checking | Annotated| Parameter Return Field

Time (Ms) Types | Annotations| Annotations| Annotations
javal/lang 2578 931/1599| 363/748 327 /513 241 /338
javalio 3344 515/1056| 322/672 96 /200 97/184
jakarta-oro 1219 413/539 | 273/320 85/108 55/111
javacc 2802 420/576 | 199/278 53/65 168 /233

Field Context Other Required Required

Load Fixes| Fixes Fixes Null Checks Casts
java/lang 65 61 36 281/ 2550 51/96
javalio 59 82 21 207 /1 2254 54 /110
jakarta-oro 53 327 29 7312014 29/33
javacc 109 137 (28) 74 287 /5700 | 141/431

Table 2

Breakdown of checking time, annotations added and relatetties. “Checking Time”

gives the total time to check the benchmark, excluding tine tiequired by javac to com-
pile it. “Annotated Types” gives the total number of annethparameter, return and field
types against the total number of reference / array typelsaset positions. A breakdown
according to position (i.e. parameter, return type or fieddjlso given. “Field Load Fixes”

counts occurrences of the field retyping problem outlinegbifs. “Context Fixes” counts

the number of dummy null checks which had to be added. “Reduitull Checks” counts

the number of required null checks, versus the total numbdereference sites. Finally,
“Required Casts” counts the number of required casts, sdtgitotal number of casts.
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public static Integer getinteger(String nm,
Integer val) {
String v = nul |
try { v = System.getProperty(nm); }
cat ch (lllegalArgumentException e) {}
cat ch (NullPointerException e) {}
if(v!= null) {..}
return val;

}

Fig. 10. lllustrating a surprising use of exceptions whiguses problems for our tool.
System.getProperty() requires a non-null parameter and, without the eruilk
check, our tool issues an error simo@is not marked@NonNull . This code is taken from
javal/lang/Integer

publ i ¢ ThreadGroup(String name) {
t hi s(Thread.currentThread().getThreadGroup(), name);

Fig. 11. An interesting example frojava.lang.ThreadGroup . The constructor in-
voked via thethis call requires a non-null argument (and this is part of itsadae
specification). AlthouglgetThreadGroup() can returnnull , it cannot here (as dis-
cussed previously). Our tool reports an error for this whiahnot be resolved by inserting
a dummynull  check, since théhis call must be the first statement of the constructor.
Therefore, we either inline the constructor being calledomstruct a helper method which
can accept aull parameter.

7 Related Work

Several works have considered the problem of checking mdlrtypes. Fahndrich
and Leino investigated the constructor problem &&8) and outlined a solution
using raw types [25]. However, no mechanism for actuallyckireg non-null types
was presented. The FindBugs tool che@xislonNull annotations using a dataflow
analysis that accounts for comparisons againit [38,37]. Their approach does
not employ type aliasing and provides no guarantee thataadimial errors will
be reported. While this is reasonable for a lightweightwafe quality tool, it is
not suitable for bytecode verification. ESC/Java also check-null types and ac-
counts for the effect of conditionals [28]. The tool suppdyfpe aliasing (to some
extent), can check very subtle pieces of code and is stmetise precise than our
system. However, it relies upon a theorem prover which eggahmmerous trans-
formations and optimisations on the intermediate reptesien, as well as a com-
plex back-tracking search procedure. This makes it rathsuitable for bytecode
verification, where efficiency is paramount.

Ekmanet al. implemented a non-null checker within the JastAdd comgRey.
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This accounts for the effect of conditionals, but does noisater type aliasing as
there is little need in their setting where a full AST is aghik. To apply their
technique to Java Bytecode would require first reconstigdhie AST to eliminate
type aliasing between stack and local variable locatiohss Would add additional
overhead to the bytecode verification process, comparedrtanore streamlined
approach. Pominvillet al. also discuss a non-null analysis that accounts for con-
ditionals, but again does not consider type aliasing [STeyTl present empirical
data suggesting many internal null checks can be eliminatetithat this leads to

a useful improvement in program performance.

Hubertet al. formalised an inference tool for non-null annotations [&hp im-
plemented it on top of Java Bytecode [40]. This system engpioterprocedural
pointer analysis to produce annotations with high prenisimwever, no effort is
made to ensure the annotations produced can be checked im@and.e. in-
traprocedural) fashion. As a result, their tool cannot bedus conjunction with
our system (since ours is inherently intraprocedural).t&p@veloped a similar
system, and argued it was faster and more precise in prgéfiteAgain, however,
the analysis is inherently interprocedural, and does noegge annotations that
can be checked in a modular fashion.

Chalinet al.empirically studied the ratio of parameter, return and fikddlarations
which are intended to be non-null, concluding tBa8 are [12]. To do this, they
manually annotated existing code bases, and checked f@ctoess by testing and
with ESC/Java.

Recent work has considered type systems which supportampiype qualifiers
[29,31,14,4,15]. These so-called “pluggable type systé¢hig allow optional type
systems to be layered on existing languages without affgttieir semantics. The
idea is that type systems can and should evolve independenth the underlying
language to allow for domain-specific type systems. Java@©OWdes an expres-
sive language for writing type system extensions, such ashdi types [4]. This
system cannot account for the effects of conditionals; Wewes a work around,
the tool allows assignment from a nullable variabl® a non-null variable if this is
the first statement aftend=null  conditional. CQual is a flow-sensitive qualifier
inference algorithm which supports numerous type quadifient does not account
for conditionals at all [29,31]. Building on this is the wodf Chin et al. which
also supports numerous qualifiers, includimgnzero , unique andnonnull
[14,15]. Again, conditionals cannot be accounted for, \Wtseverely restricts the
use ofnonnull . The Java Modelling Language (JML) adds formal specificestio
to Java and supports non-null types [17,11]. However, JMiristly a specification
language, and requires separate tools (such as ESC/Jaghgtking. Like us, this
approach faces the formidable challenge of providing $ations for the Java
libraries. While some progress has been made here, theitpabthe libraries
remain without specifications.
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Related work also exists on type inference for Object-Qedrnanguages (e.g.
[53,52,44,3,56,21,63]). These, almost exclusively, assthe original program is
completely untyped and employ set constraints (see [2f84]pferring types. In
such systems, constraints are generated from the progredmfdemulated as a
directed graph and then solved using an algorithm similardositive closure.
When the entire program is untyped, type inference mustgawacross method
calls (known asnterprocedural analysisand this necessitates knowledge of the
program’s call graph (in the case of languages with dynansipadch, this must
be approximated). Typically, a constraint graph reprasgrihe entire program is
held in memory at once, making these approaches somewhatec# separate
compilation [53] Such systems share a strong relationslitip @ther constraint-
based program analyses (e.g. [34,24,1,62]), suahasor points-toanalysis (e.g.
[30,59,5,54,47,55]).

Using set constraints for type inference is a very diffesgyroach to that we have
taken. Set constraints provide a powerful abstraction visiecnore amenable to ef-
ficient solving algorithms than traditional dataflow analysin light of this, it may
seem peculiar that we did not employ set constraints in ostegy. However, it is
important to realise that all of the constraint-based systenentioned so far are
flow-insensitive— meaning they assume a variable always has the same type. In
contrast, our system must be flow-sensitive to support blsabeing retyped in-
side conditional statements. Furthermore, although onebtain a flow-sensitive
constraint system using a program transformation knownascsingle Assign-
ment (SSA) form [19,20], this approach is not yet sufficigriteveloped to deal
with the effects of conditionals or value aliasing. The itiadal method of dataflow
analysis which we adopt, on the other hand, is well suitedtb bf these. Never-
theless, we believe it would be interesting to try and dgvaloonstraint-based type
inference system equivalent to that presented here. Argjgrdint in this endeavor
would be those extended SSA forms which provide some suj@oconditional
statements [32,33].

Several works also use techniques similar to type aliagitogit in different set-

tings. Smithet al. capture aliasing constraints between locations in therpmg
store to provide safe object deallocation and imperativdatgs [60]; for example,
when an object is deallocated the supplied reference andlases are retyped
to jJunk. Changet al. maintain a graph, called treegraph of aliasing relationships
between elements from different abstract domains [13]r thast upper bound op-
erator maintains a very similar invariant to ours. Zha&t@l. consider aliasing of
constraint variables in the context of set-constraintesy64].
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8 Conclusion

We have presented a novel approach to the bytecode veohiatthon-null types.
A key feature is that our system infers two kinds of inforraatfrom conditionals:
nullness information and type aliases. We have formalisedslystem for a subset
of Java Bytecode, and proved soundness. Finally, we haadetbtin implementa-
tion of our system and reported our experiences gained feangut. The tool itself
is freely available fronhttp://ecs.victoria.ac.nz/ ~djp/JACK/
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